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Abstract: Controlling access to a company’s IT systems is a way to ensure that users are the ones who 

say they are and have proper access to company data and documents. At a high level, controlling access 

to a company’s data and applications is a selective restriction on access to data. It consists of two main 

components: authentication and authorization. Authentication is used to confirm that someone is the 

claimant, and this is not enough for themselves to ensure data protection. Authorization is additional 

levels which determines which user should be allowed access to data or perform an action (operation / 

transaction). For their implementation, several authentication and authorization methods have been 

created, of which, within this study, we approach, Role Based Access Control (RBAC), Attribute-based 

access control (ABAC) and Trust-based access control (TBAC). This study makes a comparative 

analysis on the principles underlying RBAC (Role Based Access Control), ABAC (Attribute-based 

access control) and TBAC (Trust-based access control) and the ways of application and collaboration 

between them. 
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Introduction 

The cyber threat nowadays is very high, and organizations (public or private) have to deal 

with possible external or sometimes internal attacks. They often have a devastating effect that 

can lead to a loss of reputation and potential business partners. 

Organizations seeking to regulate the management of access rights in accordance with internal 

management policies face complex and time-consuming management for thousands of users, 

and difficulties in applying business-level control of access rights, which means management 

constraints on IT resources. 

To meet these challenges, several methods have been used to design and implement 

authentication and authorization policies such as: Role Based Access Control (RBAC), 

Attribute-based access control (ABAC), Trust-based access control (TBAC). 
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1. Role Based Access Control - RBAC 

The concept of role-based access control (RBAC) (David F. Ferraiolo, D. Richard Kuhn, 

1992) (Ravi Sandhu , David Ferraiolo , Richard Kuhn, 2000) has its foundations in the multi-

user and multi-application systems of the 1970s. The main idea of RBAC is that the 

permissions granted to perform various actions/operations are associated with the various 

roles they have within the organization, and users are assigned the appropriate roles. This 

leads to a simplification in the management of permissions. Roles correspond to the various 

functions in organizations, and users are assigned roles according to their responsibilities and 

qualifications. Users are reassigned to various roles. Roles may be granted new permissions 

as new applications or systems are incorporated, or various permissions may be revoked for 

certain roles, as needed. 

A role is a semantic construction around which an access control policy is formulated. The 

concept of role was created because the activities or functions of an organization usually 

change less, which leads to a certain stability. 

A role may be the ability to perform certain specific tasks, such as a doctor or pharmacist. 

A role can represent authority and responsibility, for example, the supervisor of a project. 

Authority and responsibility are distinct from competence. An employee may be competent to 

lead several departments, but is assigned to lead one of them. Roles can reject specific task 

assignments that are can be assigned to multiple users, for example, a doctor on duty or a shift 

manager. RBAC models and implementations should be able to conveniently adapt all these 

properties of the role concept (Ravi S. Sandhu, Edward J. Coynek, Hal L. Feinsteink, Charles 

E.Youmank, 1996). (Role-Based Access Control Models - Ravi S. Sandhu, Edward J. 

Coynek, Hal L. Feinsteink and Charles E. Youmank IEEE Computer, Volume 29, Number 2, 

February 1996, pages 38-47. Revised October 26, 1995): 

The RBAC model is organized in 4 levels of functionality: 

• Flat RBAC 

• Hierarchical RBAC 

o general hierarchical RBAC 

o hierarchically restricted RBAC 

• RBAC constrained 

• Symmetrical RBAC 

RBAC sets permissions based on functional roles in the enterprise, and users are assigned 

their roles and sets of roles. 

Each level includes the previous one and in addition brings new requirements. (NIST Model 

For Role Based Access Control Towards A Unified Standard: Ravi Sadhu, David Ferraiolo, 

Richard Kuhn. 
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Figure 1. RBAC Model 

The RBAC model has the following components: 

U, R, P and S (users, roles, permissions and sessions), respectively 

PA PxR, a multi-to-many relationship between permissions and roles, 

UA  UxR, a many to many relationships to assign a role to a user. 

Basically a user is assigned one or more roles, and a role is assigned one or more permissions. 

Multiple users can play the same role. Roles can have a hierarchy within the organization. 

During a work session a user is given a role that has certain permissions and may suffer 

certain constraints. 

Implementing an access control solution involves analyzing user activity for a workstation 

and a specific task. 

 

2. Attribute-Based Access Control –ABAC 

In 2014, NIST published the “Guide to Attribute-Based Access Control (ABAC) Definition 

and Considerations” (Vincent Hu ,David Ferraiolo , Richard Kuhn , Adam Schnitzer,Kenneth 

Sandlin , Robert Miller,Karen Scarfone , 2014) (David Ferraiolo, Ramaswamy Chandramouli, 

Vincent Hu,Rick Kuhn, 2016). 

The new standard replaces RBAC, and implies an increase in access control in computer 

systems. Attribute-Based Access Control (ABAC): an access control method in which the 

subject requests to perform operations on objects is granted or denied based on the subject’s 

assigned attributes, object-assigned attributes, environmental conditions, and a set of policies 

specified in those attributes and conditions 

Attribute-based access control (ABAC) is a method of access control in which the subject 

requests to perform operations on objects is granted or denied based on the subject’s assigned 

attributes, object-assigned attributes, environmental conditions, and a set of policies specified 

in those attributes and conditions 

ABAC has as main components: 

Attribute - is a feature of any element in the network. An attribute can define: 

o A characteristic of the user - his position, job, IP address, tasks, etc. 
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o A characteristic of the object - type, sensitivity, necessary level of training, etc. 

o A type of action - reading, writing, editing, copying, etc. 

o An environmental characteristic - time, day of the week, location, etc. 

• Subject - any user or resource that can perform actions on the network; attributes are 

assigned to a subject to define its level of action; 

• Object - any type of data stored on the network; objects are assigned attributes to describe 

and identify them; 

• Operation - any action taken by any subject in the network; 

• Policy - a set of rules that allow or restrict any action. Data processing; rules are “IF / 

THEN” statements based on attributes of any element (user, resource, environment). 

 

Figure 1. ABAC Baseline Scenario 

Unlike RBAC, in ABAC you can use even attributes that are not yet registered in the system, 

but which will appear during the work process. 

Four components are important in the implementation of ABAC: 

• Policy Enforcement Point (PEP), responsible for protecting the application; 

• Policy Decision Point (PDP), responsible for processing the application received and 

evaluating it in accordance with the authorization policies with which it was configured; 

• The Policy Information Point (PIP) is the driver that connects the PDP to the underlying 

attribute sources; 

• The Policy Administration Point (PAP) and is the tool by which administrators create, 

manage and edit authorization policies. 

One of the key advantages of ABAC is that it standardizes how to query the authorization. 

Unlike other existing frameworks (spring, or claim-based, etc.) that have different ways of 

querying their own authorization engines, the ABAC authorization approach comes down to a 

simple “Yes” or “No” answer. This applies no matter how complicated the question is. The 
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simplicity of the request / response process facilitates integration with various applications 

and frameworks. 

One of the key advantages of ABAC is that it standardizes how to query the authorization. 

Unlike other existing frameworks (Spring, or claim-based, etc.) that have different ways of 

querying their own authorization engines, the ABAC authorization approach comes down to a 

simple “Yes” or “No” answer. This applies no matter how complicated the question is. The 

simplicity of the request / response process facilitates integration with various applications 

and frameworks. 

ABAC also allows you to have richer response flows. Although the answer is always in terms 

of answering a Yes / No question, the decision can be augmented with additional statements, 

such as: 

• Yes, allow + record that the user has received access. Or 

• No, deny + redirect the user to a two-factor authentication page. 

 

Figure 2. ABAC Policies 

ABAC policies can be applied together with RBAC policies, increasing the degree of user 

access control. 

 

3. Trust-Based Access Control – TBAC 

Trust-based access control policies were researched and presented in 2010 (Danilescu & 

Danilescu, 2010) (Danilescu & Danilescu, 2010). In 2012, the paper “Data security 

management applying trust policies for small organizations, ad hoc organizations and virtual 

organizations” was presented (Danilescu M. , 2012). 

Their purpose was to ensure access control in small, medium, ad hoc and virtual 

organizations. 

A trust policy has been defined as follows. 

Let be OiGO  PiP where Pi=(p1,p2,…pk…pn) , and pk=Hk(Ak) Hk(Ek) Fk 

for Ak , (UkGmRu , Ru(Uk)=Ra(Ak)  Ru(Uk)=Rg)  

(UxGmRu, Ru(Ux)=Ru(Uk)dev(Uk) for Ux)  
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(UxGmRu, Ru(Ux)=Ru(Uk)dev(Uk) for Uxrev(Uk)RE 

rev(Ux)RE ) 

Where: 

Ak= an action applied to one object; 

dev= delegation received from  a user Uk; 

DE= the crowd of delegations; 

Fk= flow sequences; 

Gm= User group of which one user Uk is part; 

GO=Group of objects; 

Hk(Ak)= the corresponding action hierarchy to the pk subprocess; 

Hk(Ek)= the corresponding hierarchy of events to the pk subprocess; 

Oi=Object i; 

Pi=The process applied to Oi; 

P=the set of processes 

p1..pn =numbers of subprocess ale Pi; 

Ru= confidence level of the U user , that is needed for the Oi object; 

Rg= confidence level for the GM group; 

Ra(Ak) = level of confidence necessary to the enforcement of the Ak action; 

rev=restriction applied to the user Uk; 

RE= the crowd of restrictions; 

Uk= the user designed to execute the Ak action; 

Ux = an user which belong to the group Gm. 

Applications generally follow a workflow, therefore, to implement the trust-based solution, 

the workflow must be designed, users established, the objects they interact with, their actions 

established and access control policies written. 

An access control policy is in the form of: 

{Oi,Uk,(Ak,rev,dev) } 

The application of trust policies is done from the design phase, the workflow being 

determined and divided into categories of users. For small, medium, virtual and ad-hoc 

enterprises where the number of applications is small, and the number of users also allows the 

rapid creation of access control and user actions.  
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Conclusions 

In this paper we presented three different concepts of user access control to the resources of 

an information system. 

Each of the three concepts is well defined and acts differently on information system 

resources. 

RBAC allows the creation of roles and their assignment to various users during work 

sessions, in order to have access to various resources and undertakes operations on them. 

ABAC controls various attributes of subjects (which can be users, operating system tasks, 

etc.), resources, and depending on them allows / rejects the execution of certain operations by 

subjects on resources. 

TBAC allows users, depending on the trust given for the execution of a certain action, to 

perform it on the data, documents within an information system. 

Hybrid implementations were also made between ABAC and RBAC (Richard Kuhn , Edward 

Coyne , Timothy Weil, 2010), (Qasim Mahmood Rajpoot, Christian Damsgaard Jensen and 

Ram Krishnan, 2015). And TBAC can be seen as an ABAC that has an additional attribute of 

trust for both the user and the object. 
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